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Why Do Hackers Target Web Apps?

Stealing Sensitive A42%
Information Unknowin
Defacement 239%
Planting Malware 15%
Unknown 8%
Deceit 3%
Blackmail 3%
Link Spam 3%
Worm 1%
Phishing 196
Information 1%
Warfare
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Attack Surface

A system’s attack
surface consists of
all of the ways an
adversary can enter
the system.
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Detender’s View of Attack Surface
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Firewalls don’t protect Web Apps
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SSL won’t stop 1njection attacks, XSS
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Revised View of Attack Surface
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Intranet Security Assumptions

Since the firewall protects you
" Patches don’t have to be up to date.
" Passwords don’t have to be strong.

" There’s no need to be careful when you code.

" There’s no need to audit your source code.

" There’s no need to run penetration tests.

But do your users have web browsers?
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Javascript Malware controls Clients

Intranet
Main Group
Server Server

Web
Server

(Javascript
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Port Scanning with JavaScript
SPI Dynamics.com - Security Brief

This is a proof of concept page for port scanning arbitrary IP addresses from JavaScript. Given a range of
IP addresses, the scanner will detect if there is a host running at that IP. It will then look for a web server
running on port 80 and try to fingerprint what kind of web server it is. Only fingerprinting of Microsoft IIS
and Apache are currently supported. If the scanner cannot fingerprint the server will report it as
"Unknown webserver."This page will not automatically scan your network, will not attack any
hosts it discovers, and will not report any information about your network back to SPI Dynamics.

Known issues with the scanner.

Your local IP Address isC 192.168.1.9

Documentation and Dow nload of this Java applet ©£002 Lars Kindermann

[0]/s][@ Now: Cloudy, 59°F ~= ] w

IP To Start:|

IP To End: |

scan |

IP Host Exists? Webserver

192.168.1.100 false NA

192.168.1.101 [false NA

192.168.1.102|false NA <
192.,168.1.103 |true none

192.168.1.104 false NA

192.168.1.105 false NA

192.168.1.106 |true none

192.168.1.107 false NA

192.168.1.108 false NA

192.168.1.109true none

192.168.1.110 itrue Unknown Webserver
Done |0]s)||@] Now: Cloudy, 52°F ~» | Wed: 65°F .~ Thu: 67°F .~
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Java can see your real IP
address behind NAT router.

Javascript can scan your
intranet behind NAT router.
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Sources of Javascript Malware

1. Evil web site owner inserts in page.
Attacker inserts malware into defaced page.

3. Attacker inserts malware into a public
comment or forum post (stored XSS.)

4. Attacker creates link that causes web site to
echo malware to user (reflected XSS.)
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Re-revised View of Attack Surface
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Web Applications

external
web apps internal web
apps
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Web Application Vulnerabilities

Input-based Security Problems
— Injection Flaws
— Insecure Remote File Inclusion
— Unvalidated Input

Authentication and Authorization
— Authentication
— Access Control
— Cross-Site Attacks

Other Bugs

— Error Handling and Information Leakage
— Insecure Storage
— Insecure Communications
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SQL Injection

Attacker

App sends form to user.

Attacker submits form User | or 1=1--

with SQL exploit data.
.. : : Pass
Application builds string
with exploit data.
Application sends SQL
query to DB. Firewall

DB executes query,
including exploit, sends
data back to application.

Application returns data to
user.

Web Server DB Server
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Cross-Site Scripting

7. Br runs
Injected co

@

4. User cllckson XSS link. L
Evil site saves ID.
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Web Application Attack Surface
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Traditional Web Apphcatlons
o

=3 ||l

HTTP Request (form submission) ‘
User waits Server processing
HTTP Response (new web page)
User interaction
HTTP Request (form submission)
U woalic Server processing
HTTP Response (new web page)
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AJAX

Asynchronous Javascript and XML

" User interacts with client-side
Javascript.

" Javascript makes asynchronous
requests to server for data.

" Continues to allow user to interact
with application.

" Updates when receives encoded
data from server.
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AJAX Applications

%@ — I | Client-side
<~ - Code
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Example Client-side Code

var auth = checkPassword(user, pass);
if (auth == false) {

alert(‘ Authentication failed.’);

return;
h
var itemPrice = getPrice(itemlID);
debitAccount(user, itemPrice);
downloadlItem(itemID);
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AJAX Application Attack Surface
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Drilling Down: Mapping the Application

1. Visible Content
* Spider the site.
* Browse site while using intercepting proxy.

2. Hidden Content

Unlinked sections of site.
Backup copies of live files.
Configuration and include files.
Source code.

AE S N

Log files.
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Entry Points

For each resource found, identify inputs:

" Additional path parameters
" Query string

" POST parameters

" Cookies

" HTTP headers
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Application Feature Vulnerability Map

Database interaction —— SQL injection.
Displays user-supplied— Cross-site scripting.
data

Error messages " Information leakage.

File upload/download — path traversal.

Login " Authentication, session
management, access
control flaws.
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Code Auditing

Why?
" Find vulnerabilities faster than testing.
" Find different vulnerabilities than testing.

What?
" Identify modules of high business risk.

" Use static analysis to find common vulnerabilities.

" Manually review code + static analysis results.
Who?

" Developers, security team, outside auditors.

When?

" On aregular basis, at least once before release.
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Static Analysis

Automated assistance for code auditing
Speed: review code faster than humans can
Accuracy: hundreds of secure coding rules

—» Results

L] ]

Security
properties

Modeling
rules
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Fuzz

Fuzz testing consists of

" Sending unexpected input.

" Monitoring for exceptions.

& burp suite v1.1

burp

intruder

repeater  window help

prowy | spider | intruder | repeater | seguencer | decoder | comparer | comms | alerts |

target [ positions | payloads | options |

attack type |sniper

esting

& burp suite v1.1

window help

hurp  intruder  repeater

rproxy rspider rintruder rrepeater rsequencer rdecoder rcomparer rcomms raler‘[s |

target | positions | payloads roptions|

nurmher of payloads:
numhber of reguests:

payload set |1

encodings: 12
rmax averlong LITF-8 lenagth:

illegal UTF-8 variants
[Jilegal hex

replace B with illegal enc

LEEELER T Tetctpasawid

12 {approgg Il
12 (approg
|v| illegal unicode -
preset list | =]
runtime file
custom iterator L =
character substitution
case substitution | |
recursive grep
illegal unicode
character blocks Rl
1items
[ add | | |
|aetd from st ... [~]
| load ... | | paste |
| delete | | clear |

-]
FOST fregisterregister. php HTTRIM 1 add &
Accept imagelgif, imagel-xhitrmap, imagelpeg, imageipjpea, applicationf-shockwave-flash,
applicationivnd.ms-excel, applicationfnd. ms-powerpoint, applicationfmsword, =
Accept-Language: en-us
Accept-Encoding: gzip, deflate i
User-Agent: Mozillard. 0 (compatible; MSIE 7.0; Windows MT 8.1, InfoPath.1; WET CLR 2.0.50727) S
Host winee mmyapp.com
Content-Type: applicationfe-wasn-form-urlencoded
Content-Length: 129
name=§John+Smith§ &5 ex=§M§ &a9e=§20-30§ Loccupation=§education§ &= mail=§john@smith.com§
&password=§letmein§ &password2=§letmein§ &R enister=§Repister+Me§

clear

8 positions length: 593
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Monitoring for Exceptions

Sintruder attack 4
attack save wiew

=101 x|

request| payload | response | length | "not authorized" |
1|statrep.nsf HTTRi .1 200 Ok, 2133 [
2|schema.nsf HTTF.1 404 Mot Found 527 [
3lreparts . nsf HTTRi .1 200 Ok, 2374 [v]
4/names.nsf HTTP.1 200 Ok 832 [
Allog.nsf HTTRI .1 200 Ok, 1681 [
Gleventsd nsf HTTRI .1 200 Ok, 2338 [
Tldoladmin.nsf HTTRI .1 200 Ok 2375 v
8|dhdirman.nsf HTTPM .1 404 Mot Found 527 [
9icertsre.nsf HTTRI . 200 Ok 2374 ]
10/certlog.nsf HTTRI . 200 Ok 23rd [v]
11|admind.nsf HTTPRi.1 200 Ok 1616 [
12|catalog.nsf HTTPRi.1 200 Ok 2123 [
13|domlog.nsf HTTPRi.1 200 Ok G21 [
14 bookmark.nst HTTPRi.1 200 Ok 525 [
18/ domcfy.nsf HTTPi.1 200 Ok g16 [ —
1R rnnnarct nef HTTP1 1 And kot Eound EOT 1 x

progress: 100% |

& intruder attack 5

aftack  save  wiew

=101 ]

regquest | payload | response
T T TaveTa o o Ly

| errar |timeuut| lenath |"Iuginincurrect"|
T—T T—T g ™7

FO92favella HTTPM.0 200 Ok
T093 favisms HTTRM.0 200 Ok
7094 favored HTTRM.0 200 Ok
T095 favorer HTTPM.0 200 OK
TO9E favours HTTPM.0 200 Ok
TO97 favuses HTTRM.0 200 Ok

HTTR/M1.0 200 Ok
HTTPM.0 200 OK
HTTPM.0 200 Ok
HTTR/1.0 302 Ohject ...

7098 fawners
TO9S fawnier
7100fawning
7101|fazenda

OdOoOoOoooOooooOoood
OoooooOoooooooDod

F102|fearers HTTPM.0 200 OK
7103[feariul HTTPM.0 200 OK
7104 /faaring HTTR/1.0 200 Ok
F10a/feasing HTTR/M1.0 200 Ok
7106 [feasted HTTFM.0 200 OK

3733
3733
73z
3733
3733
3733
73z
3733
3733

7a7
3733
3733
3733
73z
3733

EEIEEECDEEREEE R EE

| »

-

progress: 18% |
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Application mapping
" Response code
" Response size

" Presence of string
“not authorized”

Password guessing
" Response code
" Response size

" Presence of string
“login incorrect”
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Prevention Guidelines

Use a standard, secure authentication scheme.
Check access control on every transaction.
Avoid using interpreters where possible.

Don’t leak sensitive information 1n error pages.
Encrypt sensitive data in transit and on disk.
Encode user data in output.

Don’t trust any data from the client.

0 N SN

Validate all input.
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Input Validation

Blacklist: reject known bad mnput
" Reject input matching list of bad strings/patterns.
" Accept all other input.
" Vulnerable to encoding attacks.

Whitelist: accept known good input
" Accept input matching list of good strings/patterns.
" Reject all other input.
" Highly effective, but not always feasible.
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1. Visible Content
Linked URLs.

o Authenticated URLs.
2. Hidden Content
Unlinked sections of site.
Backup copies of live files.
Configuration/include files.
Source code.
Log files.

SN

A site’s attack surface

—
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